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Summary

Overall Rating

Certificate
Protocol Support
Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate #1: RSA 2048 bits (SHA256withRSA)

Server Key and Certificate #1

rbcroyalbank.com
Subject Fingerprint SHA256: 8619b81552c0f18a793b87f94948cce3dd8f6d51062d1d647c43c68fd9fb16d8
Pin SHA256: zZOWs7AEF 1mQuUz1LBmXf3CcToJrO9jh/9EAcUU72Yns=

Common names rbcroyalbank.com

rbertdes.rbcroyalbank.com www.rbcinsightresearch.com www.rbcgma.com www.mondialprotect.com
www.rbcusnotes.com www.rbcinvestments.com www.rbcgestiondepatrimoine.com www.rbtt.com
rbcinsurance.com www.rbccorrespondentservices.com funds.rbcgam.com www.rbcfinancialplanning.com
mgw2.rbcroyalbank.com attestify.rbc.com rbtt.com www.rbcwm-usa.com www.rbcbanqueroyale.com
www.rbcdvm.com www.rbcinsurance.com www.rbcdx.com rbccmobile.rbcroyalbank.com
www.rbcroyalbank.com www.rbcnotes.com caribbean-scc.rbcroyalbank.com www.rbedirectinvesting.com
media.rbcgma.com adx-rbcone.rbcits.com fonds.rbcgma.com www.rbcassurances.com caribbean-
gcc.rberoyalbank.com www.rbcadvisorservices.com www.rcapleasing.com www.rbctravelprotection.com
Alternative names
www.rbcgam.com www.rbc.com www.rbesfc.com lu.rbcgam.com caribbean.rbcroyalbank.com
ec.rbcnetbank.com rbcrewards.com www.worldprotect.com rbcbankusa.com www.rbcbankusa.com
www.visainfiniterbc.com www6.royalbank.com www.rbcvisainfinite.com rbcbanqueroyale.com www.rbcgfs.com
www.rbcphnic.com www.rbcone.com www.rbcrewards.com www2.rbcinsurance.com
www.rbcwealthmanagement.com www.rbcinsightbeta.rbc.com media.rbcgam.com rbcinsightbeta.rbc.com
www.rbconlinestandards.com rbcroyalbank.com www.rbcrecompenses.com apps.royalbank.com
www.rbeplacementsendirect.com tt.rbcnetbank.com www.rbcds.com temboconnect.rbc.com
www.rbcprepaidmanagement.com rbcbank.com www.rbcbank.com

Serial Number 085e49bc1639e7022¢498bf845683267
Valid from Fri, 20 Apr 2018 00:00:00 UTC
Valid until Sun, 21 Apr 2019 12:00:00 UTC (expires in 6 months and 4 days)
Key RSA 2048 bits (e 65537)
Weak key (Debian) No
|ssuer DigiCert Global CA G2
AlA: http://cacerts.digicert.com/DigiCertGlobalCAG2.crt
Signature algorithm SHA256withRSA
Extended Validation No
Certificate Transparency Yes (certificate)
OCSP Must Staple No
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Server Key and Certificate #1

Revocation information

Revocation status

DNS CAA

Trusted

Additional Certificates (if supplied)

Certificates provided

Chain issues

#2

Subject

Valid until
Key
Issuer

Signature algorithm

#3

Subject

Valid until
Key
Issuer

Signature algorithm

Certification Paths

Configuration

Protocols
TLS 1.3
TLS 1.2
TLS 1.1
TLS 1.0
SSL 3

SSL 2

For TLS 1.3 tests, we only support RFC 8446.

Cipher Suites

# TLS 1.2 (suites in server-preferred order)

SSL Server Test: www.rbcroyalbank.com (Powered by Qualys SSL Labs)

CRL, OCSP
CRL: http://crl3.digicert.com/DigiCertGlobal CAG2.crl
OCSP: http://ocsp.digicert.com

Good (not revoked)
No (more info)

Yes
Mozilla Apple Android Java Windows

3 (5455 bytes)

None

DigiCert Global CA G2
Fingerprint SHA256: 8fac576439c9fd3ef153b51f9edd0d381b5df7b87559cebeca04297dd44a639b
Pin SHA256: njN4rRG+22dNXAi+yb8e3UMypgzPUPHIv4+foULwl1g=

Tue, 01 Aug 2028 12:00:00 UTC (expires in 9 years and 9 months)
RSA 2048 bits (e 65537)

DigiCert Global Root G2

SHA256withRSA

DigiCert Global Root G2
Fingerprint SHA256: 2d4fad3455ab61397401abbb518922f84336b67e02fc8d2db283825c4ab981bb
Pin SHA256: i7WTqTvh0OiolrulfFR4kMPnBqrS2rdiVPI/s2uC/CY=

Sat, 05 Nov 2022 23:59:59 UTC (expires in 4 years)

RSA 2048 bits (e 65537)

VeriSign Class 3 Public Primary Certification Authority - G5
SHA256withRSA

Click here to expand

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH secp256r1 (eq. 3072 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (9xc@2f) ECDH secp256r1 (eq. 3072 bits RSA) FS

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) ECDH secp256r1 (eq. 3072 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028) ECDH secp256r1 (eq. 3072 bits RSA) FS
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Cipher Suites

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xc027) ECDH secp256r1 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc@14) ECDH secp256r1 (eq. 3072 bits RSA) FS
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) ECDH secp256r1 (eq. 3072 bits RSA) FS
TLS_RSA_WITH_AES_256_GCM_SHA384 (8x9d) WEAK
TLS_RSA_WITH_AES_128_GCM_SHA256 (6x9c) WEAK
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x3d) WEAK

TLS_RSA_WITH_AES_128 CBC_SHA256 (0x3c) WEAK
TLS_RSA_WITH_AES_256_CBC_SHA (0x35) WEAK

TLS_RSA_WITH_AES_128_CBC_SHA (ex2f) WEAK

(P) This server prefers ChaCha20 suites with clients that don't have AES-NI (e.g., Android devices)

Handshake Simulation

Android 4.4.2 RSA 2048 (SHA256)  TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Android 5.0.0 RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp256r1 FS
Android 6.0 RSA 2048 (SHA256) TLS 1.2 > http/1.1  TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp256r1 FS
Android 7.0 RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 ECDH secp256r1 FS
BingPreview Jan 2015 RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Chrome 49 / XP SP3 RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp256r1 FS
Chrome 69/ Win 7 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Chrome 70 / Win 10 RSA 2048 (SHA256) TLS 1.2> h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Firefox 31.3.0 ESR / Win 7 RSA 2048 (SHA256)  TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp256r1 FS
Firefox 47 /Win 7 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp256r1 FS
Firefox 49 / XP SP3 RSA 2048 (SHA256) TLS 1.2> h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Firefox 62 / Win 7 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Googlebot Feb 2018 RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
IE11/Win7 R RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
IE11/Win 8.1 R RSA 2048 (SHA256) TLS 1.2 > http/1.1  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
IE 11/ Win Phone 8.1 R RSA 2048 (SHA256) TLS 1.2 > http/1.1  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDH secp256r1 FS
IE 11/ Win Phone 8.1 Update R RSA 2048 (SHA256) TLS 1.2 > http/1.1  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
IE 11/Win 10 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Edge 15/Win 10 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Edge 13 / Win Phone 10 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Java 8u161 RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
OpenSSL 1.0.11 R RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
OpenSSL 1.0.2e R RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Safari 6 /i0S 6.0.1 RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
Safari7/i0S 7.1 R RSA 2048 (SHA256)  TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
Safari7/0S X10.9 R RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
Safari 8 /i0S 8.4 R RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
Safari8/0S X 10.10 R RSA 2048 (SHA256)  TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDH secp256r1 FS
Safari9/i0S 9 R RSA 2048 (SHA256) TLS 1.2> h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Safari9/0S X 10.11 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Safari 10 /i0S 10 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Safari 10/ 0S X 10.12 R RSA 2048 (SHA256) TLS 1.2> h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Apple ATS9/i0S 9 R RSA 2048 (SHA256) TLS 1.2 > h2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
Yahoo Slurp Jan 2015 RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS
YandexBot Jan 2015 RSA 2048 (SHA256) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDH secp256r1 FS

# Not simulated clients (Protocol mismatch)
Click here to expand
(1) Clients that do not support Forward Secrecy (FS) are excluded when determining support for it.
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Handshake Simulation

SSL Server Test: www.rbcroyalbank.com (Powered by Qualys SSL Labs)

(2) No support for virtual SSL hosting (SNI). Connects to the default site if the server uses SNI.

(3) Only first connection attempt simulated. Browsers sometimes retry with a lower protocol version.

(R) Denotes a reference browser or client, with which we expect better effective security.

(All) We use defaults, but some platforms do not use their best protocols and features (e.g., Java 6 & 7, older IE).

(All) Certificate trust is not checked in handshake simulation, we only perform TLS handshake.

Protocol Details

DROWN

Secure Renegotiation

Secure Client-Initiated Renegotiation

Insecure Client-Initiated Renegotiation

BEAST attack

POODLE (SSLv3)

POODLE (TLS)

Downgrade attack prevention
SSL/TLS compression

RC4

Heartbeat (extension)

Heartbleed (vulnerability)
Ticketbleed (vulnerability)

OpenSSL CCS vuln. (CVE-2014-0224)

OpenSSL Padding Oracle vuln.
(CVE-2016-2107)

ROBOT (vulnerability)

Forward Secrecy

ALPN

NPN

Session resumption (caching)
Session resumption (tickets)
OCSP stapling

Strict Transport Security (HSTS)
HSTS Preloading

Public Key Pinning (HPKP)
Public Key Pinning Report-Only
Public Key Pinning (Static)

Long handshake intolerance
TLS extension intolerance

TLS version intolerance
Incorrect SNI alerts

Uses common DH primes

DH public server param (Ys) reuse
ECDH public server param reuse
Supported Named Groups

SSL 2 handshake compatibility

HTTP Requests

No, server keys and hostname not seen elsewhere with SSLv2

(1) For a better understanding of this test, please read this longer explanation

(2) Key usage data kindly provided by the Censys network search engine; original DROWN website here

(3) Censys data is only indicative of possible key and certificate reuse; possibly out-of-date and not complete

Supported

Yes

No

Mitigated server-side (more info)
No, SSL 3 not supported (more info)
No (more info)

Unknown (requires support for at least two protocols, excl. SSL2)
No

No

No

No (more info)

No (more info)

No (more info)

No (more info)

No (more info)

Yes (with most browsers) ROBUST (more info)
Yes h2 h2-14 http/1.1

Yes http/1.1 http/1.0

Yes

Yes

Yes

No

Not in: Chrome Edge Firefox IE

No (more info)

No

No (more info)

No

No

No

No

No, DHE suites not supported

No, DHE suites not supported

No

secp256r1, x25519 (server preferred order)

Yes

https://www.rbcroyalbank.com/ (HTTP/1.1 200 OK)

Miscellaneous

Test date

Tue, 16 Oct 2018 18:57:12 UTC
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https://blog.qualys.com/ssllabs/2016/09/06/is-http-public-key-pinning-dead
https://community.qualys.com/thread/17152-what-is-static-public-key-pinning
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Miscellaneous
Test duration 66.514 seconds
HTTP status code 200

HTTP server signature -

Server hostname a23-59-203-209.deploy.static.akamaitechnologies.com
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